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Data	
  Breaches/Cyber	
  A9acks	
  

•  Exposure	
  of	
  corporate	
  secrets,	
  
trade	
  secrets,	
  and	
  other	
  
proprietary	
  informa6on.	
  

•  Exposure	
  of	
  personally	
  
iden6fiable	
  informa6on.	
  

•  Disrup6on/Destruc6on	
  of	
  
Opera6ons.	
  

•  Impermissible	
  use	
  or	
  disclosure	
  
of	
  protected	
  health	
  informa6on.	
  

•  Cost	
  of	
  an	
  aLack	
  may	
  be	
  minimal	
  
($2	
  for	
  DDoS;	
  $5000	
  for	
  “zero	
  
day”)	
  .	
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Advanced	
  Persistent	
  Threats	
  

•  Bypassing	
  tradi6onal	
  
security	
  and	
  siWng	
  
undetected	
  on	
  systems.	
  

•  Difficult	
  to	
  detect	
  and	
  
defeat	
  due	
  to	
  the	
  
advanced	
  resources	
  put	
  
into	
  development	
  and	
  
deployment.	
  

•  Most	
  worrisome	
  are	
  
“signature-­‐less”	
  threats	
  
…	
  criminals	
  with	
  no	
  
fingerprints.	
  

Source:	
  hLp://www.fireeye.com/threat-­‐protec6on/	
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Large	
  Scale	
  Breach	
  Lessons	
  Learned	
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But I’m Too Small To Be Hacked … 

Hacking U.S. Secrets, 
Chinese Pushes For Drones 
9/20/13 

“Though the initial victims in Operation Beebus 
were large defense contractors, the hackers 
began to pick out companies that specialized 
in drone technology, said Mr. Kindlund, FireEye’s 
threat intelligence manager. They then alternated 
between large companies that made a wide 
range of military technology and boutique 
firms that focused on drones.” 
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DoD	
  Will	
  Point	
  Fingers	
  

•  ShiCing	
  Sands	
  –	
  DoD/others	
  shi`	
  focus	
  for	
  
responsibility	
  away	
  from	
  agencies	
  and	
  toward	
  
contractors:	
  
–  Head	
  of	
  F-­‐35	
  Lightning	
  II	
  program	
  told	
  Senate	
  Armed	
  Services	
  
CommiLee	
  he	
  worries	
  about	
  the	
  cyber	
  vulnerabili6es	
  of	
  “our	
  
industry	
  partners.”	
  Air	
  Force	
  Lt.	
  Gen.	
  Christopher	
  Bogdan:	
  

“If	
  there	
  are	
  cyber	
  weaknesses	
  related	
  to	
  the	
  F-­‐35,	
  they’re	
  on	
  the	
  side	
  of	
  
the	
  private	
  sector.”	
  

DoD’s	
  “robust	
  procedures”	
  keep	
  F-­‐35	
  data	
  secure	
  within	
  the	
  Department.	
  
“I	
  am	
  less	
  confident	
  about	
  our	
  industry	
  partners,	
  to	
  be	
  quite	
  honest	
  with	
  
you.”	
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Underlying	
  Framework	
  for	
  Federal	
  Contractors	
  

•  Many	
  laws	
  play	
  a	
  role	
  –	
  FISMA,	
  Privacy	
  Act,	
  HIPAA,	
  State	
  
Laws.	
  

•  FISMA	
  directs	
  federal	
  agencies	
  to	
  develop	
  agency-­‐wide	
  
informa6on	
  security	
  programs	
  (does	
  not	
  cover	
  na6onal	
  
security	
  systems).	
  

•  Standard	
  seWng	
  overseen	
  by	
  OMB	
  and	
  NIST.	
  
•  OMB	
  says	
  contractors	
  are	
  subject	
  to	
  FISMA	
  requirements.	
  

•  NIST’s	
  publica6ons	
  set	
  forth	
  key	
  cybersecurity	
  standards:	
  
–  NIST	
  Special	
  Pub.	
  800-­‐53	
  –	
  “Recommended	
  Security	
  Controls	
  for	
  

Federal	
  Informa6on	
  Systems”	
  (updated	
  April	
  30,	
  2013).	
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Current	
  State	
  of	
  RegulaGons	
  	
  
for	
  Federal	
  Contractors	
  –	
  The	
  Patchwork	
  

•  FISMA	
  does	
  not	
  directly	
  impose	
  requirements	
  on	
  contractors,	
  
but	
  delegates	
  standard	
  seWng	
  to	
  agencies.	
  

•  Congress	
  has	
  delayed	
  in	
  passing	
  comprehensive	
  cybersecurity	
  
standards	
  (but	
  see	
  2013	
  CR	
  language	
  banning	
  Chinese	
  IT	
  
system	
  acquisi6ons).	
  

•  Proposed	
  FAR	
  and	
  DFARS	
  rules	
  not	
  yet	
  finalized,	
  though	
  
contractors	
  should	
  an6cipate	
  safeguarding	
  and	
  repor6ng	
  
requirements	
  in	
  any	
  final	
  rules.	
  

•  This	
  has	
  led	
  to	
  a	
  patchwork	
  of	
  regula6ons,	
  direc6ves,	
  and	
  
guidance	
  that	
  vary	
  by	
  agency.	
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Some	
  Current	
  RegulaGons/Guidance	
  

Already-­‐effecGve	
  changes	
  to	
  GSA	
  AcquisiGon	
  Manual	
  (GSAM).	
  GSAM	
  
552.239-­‐71.	
  	
  
•  IT	
  Security	
  Plan.	
  	
  

•  Security	
  Authoriza6on.	
  	
  

•  No6ce	
  and	
  Access.	
  	
  

Other	
  agencies	
  have	
  also	
  established	
  new	
  cybersecurity	
  regula<ons	
  under	
  
FISMA:	
  
•  DOD: 	
  DFARS	
  204.404-­‐70(a);	
  DFARS	
  252.204-­‐7000.	
  

•  DHS: 	
  HHSAR	
  339.7103;	
  HHSAR	
  352.239-­‐72.	
  

•  DOE: 	
  DEAR	
  904.404(d)(7);	
  DEAR	
  952.204-­‐77.	
  

•  NASA: 	
  NFS	
  1804.470-­‐3;	
  1804.470-­‐4;	
  and	
  1852.204-­‐76	
  

•  VA: 	
  VAAR	
  839.201;	
  VAAR	
  852.273-­‐75.	
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Cyber	
  Requirements	
  for	
  	
  
Cleared	
  Defense	
  Contractors	
  

•  Sec6on	
  941	
  of	
  the	
  2013	
  NDAA	
  imposes	
  disclosure	
  requirements:	
  
–  “Cleared	
  Defense	
  Contractors”	
  have	
  to	
  “rapidly”	
  report	
  to	
  DoD	
  any	
  6me	
  they	
  

suffer	
  a	
  network	
  or	
  informa6on	
  system	
  “penetra6on”.	
  

–  Security	
  audits	
  –	
  DoD	
  can	
  inspect	
  systems	
  as	
  they	
  see	
  fit.	
  	
  

–  Procedures	
  TBD	
  (DFARS	
  Case	
  2013-­‐D018).	
  

•  Open	
  ques6ons:	
  	
  
–  What	
  is	
  a	
  penetra6on?	
  	
  

–  Will	
  inves6ga6ons	
  be	
  disclosed?	
  	
  

–  Is	
  this	
  a	
  “material”	
  event?	
  

–  Will	
  this	
  extend	
  to	
  unclassified	
  networks?	
  

–  Impact	
  on	
  trade	
  secrets	
  /	
  sensi6ve	
  data?	
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More	
  DOD	
  Requirements 	
  	
  

•  DOD	
  Updates	
  8500	
  Series	
  Guidance.	
  

•  Previously	
  just	
  addressed	
  cybersecurity	
  for	
  communica6ons	
  systems.	
  

•  New	
  changes	
  to	
  be	
  debuted	
  in	
  October	
  will	
  extend	
  far	
  beyond	
  that:	
  
–  Industrial	
  Control	
  Systems	
  (energy,	
  water,	
  air	
  condi6oning,	
  physical	
  security	
  

controls,	
  etc.).	
  

•  DOD	
  believes	
  there	
  are	
  “cybersecurity	
  implica6ons”	
  for	
  anything	
  
connected	
  to	
  its	
  networks,	
  and	
  so	
  cybersecurity	
  controls	
  will	
  be	
  imposed	
  
on	
  those	
  connec6ons	
  and	
  underlying	
  systems.	
  

•  “In	
  line”	
  with	
  private	
  sector	
  expecta6ons,	
  according	
  to	
  DOD.	
  

•  BoLom	
  line	
  –	
  expect	
  more	
  cybersecurity	
  requirements	
  for	
  any	
  system	
  
linked	
  to	
  DOD.	
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ExecuGve	
  Order	
  13636	
  –	
  	
  
An	
  A9empt	
  at	
  StandardizaGon	
  

•  EO	
  13636	
  focuses	
  on	
  two	
  categories	
  of	
  cybersecurity:	
  
–  (1)	
  Informa6on	
  sharing.	
  	
  

–  (2)	
  Protec6on	
  of	
  privately	
  held	
  cri6cal	
  infrastructure.	
  	
  

•  SecGon	
  8(e).	
  
–  DoD	
  and	
  GSA	
  will	
  recommend	
  security	
  standards	
  in	
  acquisi6on	
  and	
  

contrac6ng	
  prac6ces,	
  including	
  the	
  harmoniza6on	
  of	
  cybersecurity	
  
requirements.	
  

•  DoD	
  and	
  GSA	
  established	
  the	
  SecGon	
  8(e)	
  working	
  group.	
  Dra`	
  RFI	
  seeks	
  
input	
  on	
  feasibility	
  of	
  new	
  requirements	
  and	
  current	
  commercial	
  
prac6ces.	
  	
  

•  NIST	
  recently	
  published	
  a	
  dra`	
  framework	
  for	
  the	
  protec6on	
  of	
  cri6cal	
  
infrastructure.	
  
–  Iden6fy,	
  Protect,	
  Detect,	
  Respond,	
  Recover.	
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RecommendaGons	
  of	
  GSA	
  Working	
  Group	
  

•  “En6re	
  federal	
  acquisi6on	
  spend”	
  should	
  be	
  (1)	
  categorized,	
  (2)	
  assessed	
  
for	
  cybersecurity	
  risk,	
  and	
  (3)	
  priori6zed	
  according	
  to	
  risk,	
  essen6al	
  
func6ons,	
  and	
  agency	
  mission;	
  

•  Agencies	
  should	
  require	
  cybersecurity	
  assessments	
  for	
  all	
  acquisi6ons	
  
early	
  in	
  the	
  requirements	
  defini6on	
  phase;	
  

•  Acquisi6ons	
  should	
  have	
  cybersecurity	
  concurrence/approval	
  prior	
  to	
  
issuing	
  the	
  solicita6on	
  and	
  prior	
  to	
  contract	
  award;	
  

•  Acquisi6ons	
  should	
  have	
  cybersecurity	
  approval/review	
  of	
  contractor	
  
performance	
  during	
  contract	
  administra6on;	
  

•  A	
  common	
  lexicon	
  should	
  be	
  developed	
  for	
  use	
  in	
  acquisi6ons	
  related	
  to	
  
cybersecurity	
  (or	
  is	
  it	
  cyber	
  security?);	
  and	
  

•  A	
  common,	
  but	
  role-­‐focused,	
  training	
  program	
  should	
  be	
  developed	
  for	
  
acquisi6on	
  stakeholders.	
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Offline	
  GSA/DOD	
  Comments	
  On	
  Procurements	
  

•  GSA	
  is	
  looking	
  to	
  set	
  “boundaries”	
  or	
  “lanes”	
  related	
  
to	
  cybersecurity	
  in	
  procurements;	
  

•  Not	
  every	
  procurement	
  is	
  going	
  to	
  consider	
  
cybersecurity,	
  but	
  many	
  will;	
  

•  Cybersecurity	
  measures	
  could	
  cons6tute	
  threshold	
  
requirements;	
  

•  GSA,	
  DOD,	
  and	
  all	
  other	
  agencies	
  are	
  taking	
  this	
  
extremely	
  seriously.	
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ImplicaGons	
  and	
  Risks	
  of	
  the	
  Patchwork	
  

•  Many	
  compliance	
  requirements	
  to	
  track	
  and	
  follow	
  
(at	
  both	
  agency	
  and	
  procurement	
  level)	
  –	
  risks	
  of	
  
non-­‐compliance;	
  

•  Protests	
  related	
  to	
  eligibility	
  condi6ons;	
  
•  Poten6al	
  for	
  False	
  Claims	
  Act	
  li6ga6on	
  for	
  viola6on	
  
of	
  cybersecurity	
  requirements;	
  	
  
–  Implied	
  cer6fica6on	
  theory	
  and	
  expansion	
  of	
  FCA	
  
increases	
  li6ga6on	
  risks.	
  	
  

•  Increase	
  in	
  cyber-­‐audits	
  and	
  repor6ng	
  requirements.	
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What	
  Should	
  Federal	
  Contractors	
  Do	
  Now?	
  

•  Formalize	
  central	
  oversight	
  of	
  cybersecurity	
  issues	
  
(regulatory	
  compliance,	
  security,	
  repor6ng,	
  risk	
  
management,	
  etc.);	
  

•  Review	
  and	
  assess	
  your	
  current	
  prac6ces	
  for	
  both	
  
cleared	
  and	
  non-­‐cleared	
  systems;	
  

•  Review	
  your	
  current	
  obliga6ons	
  under	
  prime	
  and	
  
subcontracts	
  (and	
  address	
  any	
  gaps);	
  

•  Assess	
  risk	
  management/risk	
  transfer	
  (SAFETY	
  Act,	
  
insurance	
  coverage,	
  indemni6es,	
  PR).	
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5	
  Steps	
  for	
  the	
  resource-­‐constrained:	
  

•  Make	
  sure	
  you	
  have	
  current	
  security	
  so`ware	
  and	
  
that	
  it	
  is	
  updated	
  regularly;	
  

•  Make	
  sure	
  computers	
  are	
  physically	
  secure	
  (e.g.,	
  
locks	
  on	
  laptops,	
  passwords	
  on	
  all	
  terminals,	
  mobile	
  
devices,	
  and	
  computers);	
  

•  Train	
  your	
  people!;	
  
•  Consider	
  a	
  cyber	
  audit/gap	
  analysis;	
  
•  Assess	
  risk	
  management/risk	
  transfer	
  (SAFETY	
  Act,	
  
insurance	
  coverage,	
  indemni6es,	
  PR).	
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Risk	
  Transfer:	
  The	
  SAFETY	
  Act	
  

“Support	
  An6-­‐Terrorism	
  by	
  Fostering	
  Effec6ve	
  Technologies	
  
Act”	
  

•  Part	
  of	
  the	
  Homeland	
  Security	
  Act	
  of	
  2002.	
  

•  Eliminates	
  or	
  minimizes	
  tort	
  liability	
  for	
  sellers	
  of	
  DHS-­‐
approved	
  cyber	
  security	
  technologies	
  should	
  suits	
  arise	
  a`er	
  a	
  
cyber	
  aLack,	
  including:	
  	
  
–  SAFETY	
  Act	
  protec6ons	
  can	
  be	
  obtained	
  only	
  by	
  submiWng	
  an	
  

applica6on	
  to	
  DHS.	
  

–  Applies	
  to	
  services,	
  products,	
  policies,	
  and	
  self-­‐deployed	
  programs.	
  

–  Protec6ons	
  apply	
  even	
  if	
  approved	
  technologies	
  are	
  sold	
  to	
  
commercial	
  customers	
  or	
  if	
  act	
  of	
  terror	
  occurs	
  abroad	
  so	
  long	
  as	
  US	
  
interests	
  implicated	
  (i.e.,	
  economic	
  losses).	
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Cyber	
  A9acks	
  Trigger	
  SAFETY	
  Act	
  ProtecGons	
  

SAFETY	
  Act	
  applies	
  to	
  any	
  aLack	
  that	
  is:	
  
–  (i)	
  is	
  unlawful;	
  	
  
–  (ii)	
  causes	
  harm,	
  including	
  financial	
  harm,	
  to	
  a	
  person,	
  
property,	
  or	
  en6ty,	
  in	
  the	
  United	
  States,	
  or	
  in	
  the	
  case	
  of	
  a	
  
domes6c	
  United	
  States	
  air	
  carrier	
  or	
  a	
  United	
  States-­‐flag	
  
vessel	
  in	
  or	
  outside	
  the	
  United	
  States;	
  and	
  	
  

–  (iii)	
  uses	
  or	
  aLempts	
  to	
  use	
  instrumentali6es,	
  weapons	
  or	
  
other	
  methods	
  designed	
  or	
  intended	
  to	
  cause	
  mass	
  
destruc6on,	
  injury	
  or	
  other	
  loss	
  to	
  ci6zens	
  or	
  ins6tu6ons	
  
of	
  the	
  United	
  States.	
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Act	
  of	
  Terrorism	
  =	
  Cyber	
  A9ack	
  

•  Any	
  cyber	
  security	
  product,	
  service,	
  and/or	
  policy	
  is	
  
eligible	
  for	
  SAFETY	
  Act	
  protec6ons.	
  

•  Cyber	
  aLacks	
  are	
  encompassed	
  under	
  this	
  defini6on.	
  
•  There	
  is	
  NO	
  requirement	
  that	
  the	
  aLacker’s	
  iden6ty	
  
or	
  mo6va6on	
  be	
  iden6fied/proven:	
  
–  Only	
  men6on	
  of	
  “intent”	
  poten6ally	
  relates	
  to	
  intent	
  to	
  
cause	
  injury	
  or	
  loss,	
  NOT	
  tradi6onal	
  “terrorist”	
  intent.	
  

•  This	
  means	
  that	
  ANY	
  cyber	
  aLack	
  could	
  poten6ally	
  
trigger	
  SAFETY	
  Act	
  liability	
  protec6ons.	
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SAFETY	
  Act:	
  DesignaGon	
  Vs.	
  CerGficaGon	
  

•  Two	
  levels	
  of	
  protec6on	
  under	
  the	
  SAFETY	
  Act.	
  
•  Under	
  “Designa6on”:	
  

–  Claims	
  may	
  only	
  be	
  filed	
  in	
  Federal	
  court.	
  

–  Damages	
  are	
  capped	
  at	
  a	
  level	
  set	
  by	
  DHS.	
  
–  Bar	
  on	
  puni6ve	
  damages	
  and	
  prejudgment	
  interest.	
  

•  Under	
  “Cer6fica6on”	
  sellers	
  also	
  receive	
  a	
  
presump6on	
  of	
  immediate	
  dismissal.	
  

•  In	
  both	
  circumstances	
  claims	
  against	
  CUSTOMERS	
  
are	
  to	
  be	
  immediately	
  dismissed.	
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The	
  ApplicaGon	
  Process	
  

Gather	
  information	
  on	
  
security	
  policies,	
  procedures,	
  

and	
  technologies	
  used

Review	
  
information	
  to	
  

see	
  if	
  it	
  is	
  
developed	
  

enough	
  to	
  move	
  
forward	
  with	
  
application

Decide	
  on	
  
number	
  of	
  

applications	
  to	
  
submit

Review	
  
application	
  

subject	
  matter	
  
to	
  see	
  if	
  any	
  

unusual	
  or	
  novel	
  
issues	
  are	
  
involved

Begin	
  
application	
  

drafting	
  process,	
  
including	
  
gathering	
  
additional	
  

information	
  as	
  
needed

No

Client	
  reviews	
  
application	
  to	
  
make	
  edits	
  and	
  

provide	
  
supplemental	
  
information

Dickstein	
  Shapiro	
  Drafts

Dickstein	
  team	
  
revises	
  

application

Client	
  reviews	
  
and	
  provides	
  
final	
  approval

Application	
  
submitted	
  to	
  
DHS	
  for	
  formal	
  

review

Application	
  
deemed	
  
complete;	
  
supplement	
  
information	
  

provided	
  to	
  DHS	
  
as	
  requested

Complete

DHS	
  decision,	
  
and	
  Dickstein/
client	
  take	
  
additional	
  
actions	
  as	
  
necessary	
  
(compliance	
  
measures,	
  

amendments	
  to	
  
award,	
  

resubmission	
  of	
  
application)

No:
Stop/Wait	
  for	
  
appropriate	
  

time

Move	
  in	
  parallel	
  
or	
  in	
  order

Multiple	
  applications

Pre-­‐application	
  ProcessYes

Client	
  Drafts

Incomplete:	
  Review/Revise

Incomplete
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Insurance	
  Coverage	
  Issues	
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Emphasis	
  On	
  Cyber	
  Risk	
  Management	
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What	
  Is	
  “Relevant	
  Insurance	
  Coverage?”	
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•  May	
  include:	
  

•  Cyber	
  insurance	
  

•  “Tradi6onal”	
  insurance	
  policies	
  

•  Addi6onal	
  insured	
  coverage	
  

•  Insurers	
  and	
  brokers	
  are	
  promo6ng	
  the	
  
misconcep6on	
  that	
  new	
  “cyber”	
  product	
  
offerings	
  demonstrate	
  the	
  lack	
  of	
  
coverage	
  under	
  tradi6onal	
  insurance	
  
policies.	
  	
  But	
  tradi6onal	
  policies	
  may	
  s6ll	
  	
  
provide	
  substan6al	
  coverage	
  pursuant	
  to	
  
their	
  plain	
  language.	
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Cyber	
  Insurance	
  Policies	
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•  “Cyber”	
  coverage	
  is	
  the	
  “wild	
  west”	
  of	
  
insurance.	
  	
  The	
  market	
  is	
  evolving	
  rapidly;	
  
a`er	
  ini6al	
  reluctance	
  to	
  insure	
  cyber	
  at	
  all.	
  

•  No	
  standard	
  form	
  policies.	
  	
  Policy	
  language	
  
varies	
  insurer	
  by	
  insurer	
  and	
  year	
  by	
  year.	
  
Most	
  policies	
  have	
  yet	
  to	
  be	
  tested	
  in	
  court.	
  	
  	
  	
  

•  Premiums	
  also	
  vary,	
  with	
  most	
  insureds	
  
purchasing	
  between	
  $5-­‐$20M	
  in	
  limits.	
  	
  	
  	
  

•  Coverage	
  may	
  also	
  be	
  con6ngent	
  on	
  
adherence	
  to	
  certain	
  technical	
  data/system	
  
requirements.	
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Cyber	
  Insurance	
  Policies:	
  	
  Marketed	
  As	
  Filling	
  The	
  
Gaps	
  Under	
  Tradi<onal	
  Insurance	
  Policies	
  

28 

Source:	
  	
  Willis;	
  panelist	
  at	
  HB/NetDiligence	
  conference	
  
28	
  



Other	
  Poten<al	
  Sources	
  of	
  Coverage:	
  	
  Indemnity	
  
Agreements	
  and	
  Addi<onal	
  Insured	
  Coverage	
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•  Review	
  agreements	
  with	
  contractors	
  and	
  
vendors	
  to	
  determine	
  where	
  they	
  
include	
  indemnity	
  provisions	
  broad	
  
enough	
  to	
  encompass	
  losses	
  and	
  
liabili6es	
  resul6ng	
  from	
  cyber	
  risks.	
  	
  	
  

•  Determine	
  whether	
  you	
  may	
  be	
  covered	
  
as	
  an	
  addi6onal	
  insured	
  under	
  policies	
  
purchased	
  by	
  contractors	
  and	
  vendors.	
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Key	
  Contacts	
  

KrisGna	
  Tanasichuk–	
  Chair	
  &	
  CEO	
  –	
  GTSC	
  
ktanasichuk@GTSCoali6on.com	
  	
  |	
  703.201.7198	
  
	
  
	
  
JusGn	
  Chiarodo	
  –	
  Partner	
  –	
  Dickstein	
  Shapiro	
  
chiarodoj@dicksteinshapiro.com	
  	
  |	
  202.420.2706	
  
	
  
	
  

Brian	
  Finch	
  –	
  Partner	
  –	
  Dickstein	
  Shapiro	
  
finchb@dicksteinshapiro.com	
  	
  |	
  	
  202.420.4283	
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